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Executive Summary

This report examines several campaigns manned by Russian military intelligence operators using
fake accounts to influence audiences around Russia’s borders, with a primary focus on Ukraine.
The accounts were initially identified and taken down by Facebook on February 12, 2020. Most of
this activity occurred around 2016 and 2017, but some of these accounts were still active in 2020
at the time of the takedown. The content of these campaigns is aligned with narratives
traditionally promoted by Russian state-sponsored media and with the types of content that have
been promoted in previous information operations attributed to Russian operators: promoting
pro-Kremlin politicians in foreign countries, attacking public figures advocating for closer ties with
the West, and attacking humanitarian groups involved in documenting war crimes occurring in
the Syrian conflict.

This latest examination of campaigns conducted by Russian military intelligence operators
highlights a few characteristic traits important for the public’s understanding of these efforts:

e This report is most focused on public posts made by these different accounts, but it also
demonstrates that these accounts engaged and, sometimes, entrapped users via private
messaging. The use of direct messages and emails to approach journalists and political
figures has featured as a vector of several former information operations. It appears to us
as important and critically understudied.

e Although this report is based on activity detected on Facebook, Graphika was able to
unravel multiple assets across platforms and blogs. Information operations on social
media continue to operate, ignoring the boundaries of products and Silicon Valley
campuses, and to leverage smaller blogging platforms on which users can easily upload
content that can later be shared across platforms.

e Finally, this operation highlights that media outlets themselves are routinely targeted by
information operations, who seek to legitimize their content by having it be re-published by
other outlets to whom they can, in a sense, pass the narrative baton.

Background

On February 12, 2020, Facebook took down a network of fake accounts, groups, and pages that
were run from Russia and promoted pro-Kremlin narratives across Europe, with a particular focus
on Ukraine and former-Soviet countries. Facebook said that the operation was linked to “Russian
military intelligence services,” who are more commonly known by their traditional acronym, GRU.

Russia’s military intelligence has repeatedly been found to use fake accounts on social media to
conduct information operations. Most notoriously, in 2016-2017, it used personas such as


https://about.fb.com/news/2020/02/removing-coordinated-inauthentic-behavior/
https://apnews.com/49354a3867474170b251ebbe78d33338/Column:-Shifting-gears,-Bears-peddle-hacked-emails-to-media
https://citizenlab.ca/2019/05/burned-after-reading-endless-mayflys-ephemeral-disinformation-campaign/
https://about.fb.com/news/2020/02/removing-coordinated-inauthentic-behavior/
https://www.justice.gov/file/1080281/download
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Guccifer 2.0 and Fancy Bears Hack Team to spread leaks aimed at discrediting the Democratic
Party in the United States and justifying Russia’'s campaign of state-sponsored doping. In August
2018, it was exposed as promoting false information and Kremlin narratives about the conflict in
Syria; further reports chronicled its activities around issues including Syria, Ukraine, Russia’s
territorial dispute with Japan, and the doping leaks.

Ahead of the takedown, Facebook shared the names of the accounts, pages, and groups with
Graphika for independent analysis.

Working from an initial list of 96 assets, some of which had already been suspended as the
analysis started, Graphika identified a network of false personas that posted anti-Western and
pro-Kremlin messaging across Facebook, Twitter, blogs, and news websites in Russian, Ukrainian,
English, German, and Turkish. Blogs formed the backbone of the operation, which used social
media accounts to amplify posts to selected audiences, including Facebook groups that the
operation itself controlled. Much of the activity clustered in 2016-2018, but a few accounts were
still active into February 2020. The following report details our forensic examination of these
online traces, to better contribute to the understanding of information operations and to enable
other investigators to continue following these traces.

Ukraine received the most attention from the GRU operators throughout these campaigns, with
Moldova and the breakaway region of Transnistria also appearing as important targets. A few
assets focused on other countries surrounding Russia’s borders: the Baltic States, Belarus,
Turkey, and Armenia. Farther West, a few assets focused on Germany and the United Kingdom
but left little trace of online activity. The assets do not appear to have dealt with the 2020 US
election directly, but the techniques the operation used could be turned toward US targets.

The operators picked their targets with care and took pains to create realistic-looking accounts,
many of which had unique profile pictures rather than images copied from elsewhere online. The
overall engagement numbers were low, and the accounts’ friends seem to have included
purchased inauthentic engagements (“followers for hire”), making a numerical estimate of their
true online following difficult to judge. Some of their articles were picked up by outlets not run by
the operation, however, suggesting that they had at least some impact in the Russian-language
space. It is likely that operators behind these campaigns also engaged with activities that would
not be visible to us, for instance leveraging these assets to directly contact targets across
platforms: this modus operandi has been used by Russian and Iranian information operations in
the past.

The operators did not leave technical traces that would allow a high-confidence attribution from
open sources. One of the English-language assets in this set repeatedly shared posts from a
previously exposed GRU asset, the “Inside Syria Media Centre.” Overall, the operation’s narratives
and geopolitical concerns were consistent with previously documented information operations
run by the Kremlin: the campaigns contained attacks on pro-Western politicians in Ukraine and
Moldova and attacks on the White Helmets rescue group in Syria and accused the Baltic States of


https://about.fb.com/news/2018/08/more-coordinated-inauthentic-behavior/
https://apnews.com/49354a3867474170b251ebbe78d33338/Column:-Shifting-gears,-Bears-peddle-hacked-emails-to-media
https://citizenlab.ca/2019/05/burned-after-reading-endless-mayflys-ephemeral-disinformation-campaign/
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paranoia and Russophobia. The German-language assets in this set also amplified the Russian
government-funded media network Russia Today.

Tactics, Technigues, and Procedures (TTPs)

Blogs formed the backbone of this operation. The operators specialized in posting long-form
articles on blogging platforms that allow users to create new accounts easily, especially the
Russian platforms cont[.Jws (registered in Samoa), newsland[]ru, and korrespondent[.Jnet. Stories
posted on these platforms by the GRU operators examined in this report covered a range of
subjects and were tailored to individual countries but generally promoted a pro-Kremlin line and
attacked politicians advocating for closer ties with the West.

Having created a presence across various blogs, the operators used fake accounts on Facebook
and Twitter to promote their content. Some of these accounts bore the same names as the
purported authors of the blog posts, such as Veronica Mackiewicz, a persona focused on
Moldova and Transnistria.
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Cross-platform activity. On the left, two_posts by the persona known as Veronika or Veronica
Mackiewicz on blogging platform cont[]ws, claiming that Moldovan citizens miss the USSR (top)
and accusing Moldova and Ukraine of planning to annex Transnistria (bottom). The two_accounts
had different profile pictures (center, top and bottom), but both pictures featured on the Facebook
account Veronica Matskevich (right, top and bottom). The profile pictures were stolen from a
Russian social media user (center right). Mackiewicz is a Polish surname pronounced in English as
Matskevich.



https://cont.ws/@verama/629316
https://cont.ws/@veronchig/628614
https://cont.ws/@verama
https://cont.ws/@VeronchiG
https://mirelex.ru/vladivostok/olga-karamysheva-3960
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The operators frequently used different assets to boost their content at different stages of the
process and across different platforms. For example, Veronica Matskevich posted very little
content on “her” own Facebook timeline: four English-language news articles from genuine outlets
and a handful of profile pictures. The same account was much more active as a member of a
group run by the Russian operation called B ueHTpe BH1UMaHKs (“in the center of attention”), where
it posted many news articles. The majority of these were legitimate news articles, but among
them was a blog on cont[.Jws accusing the West of plotting a revolution in Moldova.

That article was attributed to a writer called Ekaterina Borodina. That name, as Katrin Borodina,
was attached to another account run by the same operators, focused on Transnistria. Meanwhile,
the same article was also published on korrespondent[.Jnet, but there it was attributed to yet a
third persona, PanvHa BacuibeBa. That third account posted 26 articles between August 2016
and July 2017; many of the articles also appeared under other bylines run by the operation.

This was a complex operation with many interlocking parts, aimed at creating the appearance of
organic activity. On a number of occasions, however, the operators seem to have stumbled,
publishing the same article under multiple bylines, either out of carelessness or assuming that
they would not be caught.

For example, on November 17, 2016, one of the operation’s personas, an apparently Turkish
woman called Melek Ismail-Kizi, whose profile pictures were taken from model Jessica Ashley,
posted a LiveJournal article in English headlined “China threatens NATO with military buildup,”
with passages such as: “Nowadays the world has entered an era of multipolarity. There are
centers of power in every Earth corner and all territories are under the influence of powerful actors
of international relations.”

On November 27, 2016, this exact article appeared on the pro-Kremlin site russia-insider.com, but
this time attributed to “John McWrice,” which was yet another persona run by these Russian
operators, allegedly based in Glasgow. (The surname "McWrice” appears unique to this
operation.) Russia Insider has repeatedly published articles by Russian information operations,
most notably a false GRU persona called Sophie Mangal, who was associated with the Inside
Syria Media Centre.



https://cont.ws/@catrin/457896
https://www.facebook.com/katrin.borodina.1654
https://korrespondent.net/user/66337242/publication/p2/
https://melekturkrus.livejournal.com/4026.html
https://melekturkrus.livejournal.com/4026.html
https://russia-insider.com/en/politics/china-threatens-nato-military-buildup/ri17746
https://russia-insider.com/en/white-helmets-have-plenty-money-not-going-anywhere-us-defunding-not-significant/ri23385
https://www.counterpunch.org/2018/01/05/ghosts-in-the-propaganda-machine/
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China threatens NATO with military buildup This post first appeared on Russia insider
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Not far than 10 years ago the inseription on the goods "Made in China" was considered
as indicator of poor quality and counterfeit. Nowadays almost every TNC has its own
manufacture in China. A lot of luxury brands produce its goods on Chinese factories,
machinery producers prefer to pay for a cheap labor of Chinese workers, and some
world-renowned corporations now belong to China, for example, Volvo.

China has caught up the United States in economic development. Given the economic
expansion rate, it will become the leading economy in the world in the coming years.
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Left, the article attributed to Melek. Right, the same article, attributed to John McWrice.

None of these articles and posts performed especially well in terms of follower numbers, likes, or
shares. The Ukraine-focused groups had the highest follower numbers, with one group, [1puset
Kpbim (Hello, Crimea), gathering 1,996 followers. Some of the Russian-language Facebook
accounts totaled between 2,000 and 3,000 friends. Typical posts by the more popular accounts
and in the more active groups achieved a few dozen reactions. This operation did not achieve
great virality for its public postings on social media (and this may have not been its goal).

The operators of these accounts appear to have had more success in pitching their blog posts
directly to genuine news outlets, thus tapping into these outlets’ audiences. Some of the personas
that Facebook identified as part of the operation were prolific publishers. For example, the
persona Roman Ardelyanu contributed over 100 articles to the Moldovan newspaper
vedomosti.md. Most of them dealt with local politics, praising pro-Russian politicians and
attacking pro-European ones. This persona’s most recent post was a criticism of the US Peace
Corps, posted on February 7, 2020. It read: “Obviously, all this [the Peace Corps’ activities] is
designed for illiterate and backward Bantustans, but not for a European country. How did our
Moldova fit into the list of goals, alongside some similar post-Soviet countries?”

A persona posing as a Ukrainian citizen, [Bopelbka MuxainmHa (Dvoretska Mikhailina),
published a dozen articles on the Ukrainian news website news.ua. These largely dealt with
Ukrainian politics and the conflict with Russia. The persona’s latest article, dated October 17,
2019, reported on the alleged mistreatment of Ukrainians in Poland through the lens of historical
tensions between the two countries. This narrative is reminiscent of previously exposed Russian
operations on social media, which also sought to inflame Polish-Ukrainian tensions in an
apparent attempt to weaken ties between Ukraine and the West.

One final example of this operation’s output illustrates the extent to which the operators used
direct messaging to achieve their aims. One page in the set was called Interview with Pavlenko. It


https://melekturkrus.livejournal.com/4026.html
https://russia-insider.com/en/politics/china-threatens-nato-military-buildup/ri17746
http://archive.ph/wip/ftmmO
http://archive.ph/wip/ftmmO
http://www.vedomosti.md/search.php?query=%D0%90%D0%A0%D0%94%D0%95%D0%9B%D0%AF%D0%9D%D0%A3
http://www.vedomosti.md/news/igor-dodon-otpravlyaetsya-v-kanossu/index.html
http://www.vedomosti.md/news/v-evropu/index.html
http://www.vedomosti.md/news/pochemu-amerikanskie-volontery-vam-ulybayutsya
https://ua.news/ru/author/dvoretska/
https://ua.news/ru/won-od-polski-yak-zhyvetsya-ukrayintsyam-u-polshhi/
https://www.atlanticcouncil.org/in-depth-research-reports/report/operation-secondary-infektion/
https://www.atlanticcouncil.org/in-depth-research-reports/report/operation-secondary-infektion/
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used the same profile picture and surname as a personal account run by the operation, called
Taras Pavlenko. Both the page and the account were primarily active on February 11, 2016, and
posted the identical article: a long exposure of an alleged Facebook Messenger conversation with
Eskender Bariiev, a representative of the Crimean Tatar group, widely reported as facing
repression since Russia’s annexation of Crimea.
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The article consisted of 16 screenshots of the purported conversation with Bariiev, in which the
Pavlenko persona posed as a journalist of the Russian service of the US-funded Radio Free
Europe. In this act of entrapment, the “journalist” asked leading questions about the Tatar
community’'s relationship with the far-right Right Sector group and with pro-Russian groups in
Crimea and invited him to criticize another Tatar leader.
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Portrait of an entrapment: the first five screenshots of the interview with Bariiev, with key sentences
underlined by the Pavlenko persona. The screenshots match Bariiev's profile picture on Facebook.

The article did not receive reactions online, but it was reprinted verbatim three days later by the
Crimean-focused website kryminfo.net, as part of an article by a local journalist.

This documented use of direct messaging to entrap a local leader into making divisive comments
illustrates the Russian operators’ direct approach to their targets - in many ways, it is reminiscent
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of previously exposed GRU operations in which social media direct messaging features were
leveraged to “pitch” documents to various journalists and establish contact with activists. It also
resembles a suspected [ranian operation, exposed in 2019, that used Twitter direct messages
and emails to approach journalists.

The same persona, Taras Pavlenko, entrapped the governor of the Lugansk region, Georgii Tuka,
in a similar way in January 2016, posing as a Ukrainian newspaper journalist, and again posted
screenshots of the conversation, this time to a group controlled by the same operators, XX.5.0.
YKoBTo-6naknTHi okynapu. The post was shared 49 times and was covered by a number of
Ukrainian outlets, including riafan.ru, an outlet closely tied to Yevgeny Prigozhin's infamous
Internet Research Agency.
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The first five screenshots of the interview with Tuka, annotated by the Pavlenko persona.

Given the private nature of direct messages, the full scale of this part of the operation cannot be
assessed from open sources, but it is likely to have encompassed more targets and cases across
the various countries targeted by the operators.

Ukraine

Ukraine was the single most important focus of the Russian operation’s activity. Of the almost
100 assets that Facebook shared with Graphika, at least 20 had Ukraine as their primary focus;
several were even more narrowly focused on the Crimean Tatars, whose plight aroused
international condemnation of Russia’s behavior.

The operation’s content ranged widely over Ukrainian politics, but it placed a particular emphasis
on a few issues: Crimea and its “return” to Russia; criticism of the Ukrainian government; posts
about the Crimean Tatars, together with the argument that they were being abused by the
Ukrainian government; and Ukraine's “anti-terrorist operation” or ATO, against Russian-backed
separatists in the East. One group, 9X0 ATO (Echo of the ATO), did not feature any posts, but its
banner image of a weeping woman encapsulates the Russian operation’s portrayal of Ukraine’s
military engagement.
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One detailed persona, Aiiie MypaTtoBa (Aishe Muratova), bridged two issues: the war in Ukraine
and the status of the Crimean Tatars. This persona was associated with a Facebook account and
blogging accounts on cont.ws, politforums.net, and korrespondent.net. On each platform, the
persona told the same story: the author was a Crimean Tatar woman whose husband believed
the “lies” of the Ukrainian government and went to fight in the Donbass, only to disappear in
action.
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"A deception that cost a life”: post by Aishe on cont.ws.

A number of the personas targeting Ukraine enjoyed a relatively substantial network on Facebook,
numbering between 2,000 and 3,000 friends each, although some of these appeared to have little
connection to Ukraine and may have been purchased.


https://cont.ws/@aishe
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The operation’s accounts were present on Facebook but more active on blog forums; several, like
Aishe, maintained accounts simultaneously on cont[]ws, korrespondent[.]Jnet, blog.i[]Jua, and
others. The more prolific personas included tOpwuit Kpamaperko (Yuriy Kramarenko) on cont.ws,
blog.i.ua, and korrespondent.net and [epmaH Jloraza (German Lozaga) on cont.ws
pandoraopen.ru, and korrespondent.net.

One particularly prolific persona was called Vladislava Melnik, active on contws and
korrespondent.net. This persona featured as the author of news articles from outlets not
apparently associated with the operation, suggesting that the operators managed to plant their
content with real editors, thus reaching an audience beyond the reach of their fake accounts on
social media.

For example, the Facebook account attributed to Vladislava Melnik shared one article that
criticized the Ukrainian government’'s pension plans. The same article, attributed to the same
persona, also appeared on two Ukrainian news sites, fromua.news and lifedon.com.ua.
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The article on pensions, posted by Vladislava Melnik on Facebook and attributed to the same
persona on Ukrainian news sites.

Unlike most of the accounts run by this operation, the Vladislava Melnik persona was still active in
2020, posting negative content about the Ukrainian government and Crimean Tatars. This
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suggests that the operation adapted as its needs changed: for example, its need for Turkish
content, described below, lessened as Russia's tensions with Turkey lessened. It may also
indicate that the operators chose to focus on a few more effective accounts. Overall, however,
Ukraine remained the primary focus of the operation's activity, underlining the continued
importance of the country and its conflict to Russia’s military.

Moldova

A number of the operation’s assets posed as Molodovans or residents of Transnistria, the
breakaway part of Moldova that forms a “frozen conflict” along Moldova's border with Ukraine.
Russia maintains a military presence there, formally portrayed as peacekeepers; this may explain
the operation’s focus on the region.

As with the Ukrainian assets, the Moldova-focused assets attacked Western states and policies
and promoted Kremlin narratives, with particular praise for Russia’s peacekeepers.

AHacTacus PomaHuyk R, Veronica Mackiewicz
18 ceHTAGpPA 2017 r. 22:34 - 6 MapTa 2017 r. 21:31
\

Poccuiickuii KOHTUHTeHT B lNpupHecTpoBbe — MupoTBopueckas festenbHocTb Poccuu B
rapaHT He3aBUCUMOCTHU MonpoBbI? OxHoi OceTun Kak YHUKaNbHbIN ONbIT

Ha nepsbiit B3NS/ Takas NOCTaHOBKa BOMPOCA MOXKET NOKA3aTLEA CTPAHHOW, eCT He B atom rogy LixvHean, otmeyaeT 25-netne cobbiTui, OCTaBUBLUMX, NOXKaNyi, camy
abcypaHoit. Beab cerofHsiuHss oduumansHas yctaHoska KuluuHesa rmacut, 4To ryBOKyI0 paHy B NamMATH HAapOfia 3a CBOKO HE3ABUCHMOCTb. M B TO Xe Bpems, UMEHHO B
POCCUACKMA KOHTMHIEHT ABNMACTCA SABA M He FNaBHLIM MCTOYHUMKOM Beex Gea Monaossl, Te, CaMble TAXENbIE MECALbI KECTOKOM BOBHHOM 6noka/ibl Co GTOPOHL! Mpyaun, KOxHas
TMaBHasn M3 KOTOPbIX — PacKon CTpaHbl. KpoMe Toro, Ha ioHe YKpanHCKUX COBLITHA, QceTns gokaaana BCEMY MUPY, YTO HUYTO HE MOXET CTIOMUTEL BOJTIO KKHBIX OCETUH B X
POCCHIACKIUX BOEHHOCTIYKALLUX B [PUAHECTPOBLE NOCMELLMIN OKPECTUTE HOBOM... 6Gopube 3a ceoo cs0604Yy.B nioHe 1992 roaa 8 [laroMbice 610 noanuca...

t1 W0 R t0 mo W s

Articles on the positive role played by Russian peacekeepers in Transnistria (left) and the occupied
Georgian region of South Ossetia (right), posted on cont[Jws by operation assets Anastasia
Romanchuk and Veronica Mackiewicz.

These operational personas routinely condemned pro-Western politicians such as Prime Minister
Pavel Filip, presenting him as a puppet of the West, and accused the West of interference or
underhand dealings in the region - including with an article questioning the engagement of the US
Peace Corps in Moldova.
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. Joontemennrt MoyeMy aMepuKaHCKMe BOMIOHTEPb] BaM

e ynbi6aloTcs

\

MNaeen ®unun - mapuoHeTka 3anaga

eTCA He B nepBbiii pa3. Ha aHsx 8
Ny Bbicka ecKonbKo."TlyuLIee, YTO NPOMICILNO C
Mongosoi 8 2016 roay — aro cornawesne ¢ M - 1 9TO rOBOPUT NPEMLEP-MUHICTD
GTpatisi! VHTEPECHO, CYLLECTBYIOT NI CTPAHB, B KOTOPbIX N0MAM O
cTano nywwe?Mpu cTpeve ¢ nocriom CLUA & Monaose JxeimMcom

Mo MB® xute
WTOM Bun.

Operation articles on Filip (left) and the Peace Corps (right), from cont.ws and LiveJournal.

As with the Ukraine-focused assets, the Moldova-focused assets are likely to have engaged in
direct outreach that did not leave a visible online trace. This was especially true of the persona
Roman Ardelyanu, self-described as a “beginner freelance journalist,” but identified by Facebook
as an operation asset and also present on livejournal, Twitter, and Medium. While active on social
media, the persona was particularly present on the news website vedomosti.md. A simple search
for the persona’s surname in Cyrillic, APOEJIAHY, turns up over 100 results on the website,
marking the persona as a regular contributor.

This is not an unprecedented phenomenon: from 2015 onward, Russian military intelligence used
fake personas such as Alice Donovan and Sophie Mangal to plant pro-Kremlin or anti-Western
articles in Western news outlets and websites. It does, however, underline the danger of direct
targeting. As with the politicians tricked by the Taras Pavlenko persona, it appears likely that news
editors and journalists were also tricked by the operation into taking its content and amplifying it.

This is much more like a classic intelligence operation than the free-wheeling and high-volume
trolling of the Internet Research Agency, but it is more insidious, potentially further-reaching, and
more of a direct challenge to news and commissioning editors.

Baltic States

The operation maintained one persona focused on each of the Baltic States. In Estonia, the
persona Kristin Liinar was associated with a single article on a cont.ws account and a matching
post on Facebook. Its content questioned the credibility of the European Union in Estonia,
claiming that except for a couple of advantages, joining the EU only wrought havoc in the country
and made people poorer. Despite its Estonian moniker, the account posted exclusively in Russian.
The persona reposted at least two articles from the pro-Kremlin outlet Komsomolskaya Pravda,
one of which was picked up from an outlet previously exposed for having its editorial line secretly
controlled by the Kremlin, Baltnews. In the sample of articles shared by the account, most were
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trying to undermine the European Union and NATO. The account shared content attributed to at
least two other assets in this network, John McWrice and Borislav Ognev.

Kristin Liinar e
November 17, 2016 - &

Kristin Liinar
August 11, 2016 - &

Borislav Ognev
November 11, 2016

Kak CLUA npn nomowm HATO nopa6owatot Eepony

OTHoweHus mexay Poccuiickoit Gepepaumeit u CeBepoatnaHTUMECKUM anbsiHCOM
3a nocnegHee BpeMs CTanu KpaWHe HanpsxeHHbIMKU, Bon...
See More

Shares by Kristin Liinar of posts by Borislav Ognev and John McWrice, also assets of this operation.

In Lithuania, Facebook identified a group run by the Russian operation called Tik tiesa, Lithuanian
for Just the truth. The group was inactive, with no members and no posts, but Graphika noted
that it was created by an account called Antanas Petrauskas. This account’s main activity was to
post Russian-language articles to a Facebook group devoted to Russians and Baltic citizens in
Norway. None of the articles gave a link to its source, but in each case, the same article appeared
on cont[.]ws blogs that Graphika has identified as likely being run by the operation.
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Antanas Petrauskas » Pycckue u Mpubantbi(/lateus,Jl...
December 27, 2016 at 1:55 AM - ©

Csupetenb rocnepesopoTa B 6opbbe ¢
HENernTUMHOM YKPauHCKOI BNacTbio Mbl XXUBEM B
3noxy "nonuTuku noctnpaepl”. 310 TMN
NONUTUYECKOM KyNbTypbl, KOTOPbIA OTCEKaeT
06bekTUBHble GaKkTbl, Aenas Ux MeHee... See More

CaupeTens rocnepesopota B 6opbbe ¢
HenerunTUMHON YKpauHCKOii BNacTbio

coropuh

SaAeNAS SN NGy DOTHTHEDS, BTGNS O

Antanas Petrauskas » Pycckue u Mpubantbi(JlaTeus,Jl...
December 26, 2016 at 8:24 AM - §

Katactpoda Ty-154 Hag YepHbIM MOpeM — cTpallHas
Tparegus, Kotopas He oCcTaBuia paBHOAYLHbIMU
cepaua nogel Bo BceM mupe. Mornénu 92
Yyenoseka, U3 HUX 64 — TBopYecKue N, KONNeKTUB
aHcambns AnekcaHgposa, niobumoro... See More

TY-154: Mup — cKop6uT, YKpauHa - nukyet
Karecrpoa

Antanas Petrauskas » Pycckue u Mpubantbi(/lateus,Jl...
December 17, 2016 at 2:55 AM - @

Bnagvmup OneitHuk B cyne6HOM nopsiake npusen
[oKa3aTeNbCTBa HENErMTUMHOCTM KMEBCKUX BnacTemn
B 10:00 15 pekabps Hayanocb 3acefaHue
[loporoMunoBCKOro paitoHHOro cyaa no 3asBneHunio
Bnapumupa OneitHuka 06 yctaHoBneHuu... See More

Bnagumup OneitHuk B cyae6HOM nopsiake
npuBen 40oKa3aTenbCTBa HeNeruTUMHOCTH

KWeBCKMX BnacTei
81000

Left three shares by the Antanas Petrauskas persona. Right, the same three articles on cont[Jws.
The first was attributed to TuHa Hamopag3se. The second featured under the byline TuHa
Hamopapase on cont.ws but also featured under the byline Petrauskas Antanas on
korrespondent.net. The last was attributed to Mutpo KynnH4eHKo on cont.ws.

A third account posed as a resident of Latvia, AHgpei lNeposckuir. This persona was tied to a
cont[Jws account with only one article, which accused NATO of encircling the Russian Baltic
exclave of Kaliningrad. The persona shared it to a single Russian-language group, whose
translated name means “the real Latvia.”

AHppeii MepoBckuii » HacTtoswasa JlatBus
July 14, 2016 at 6:43 AM - ©

https://cont.ws/post/318852

NATO 3ambikaeT KonbLo BOKpYr KanuHuHrpapa. |
Bnor AHgpeit Mepoeckuit | KOHT

cont.ws

1 Comment

The one known share of the article by the AHapeli lMepoBcKumii persona.
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This does not appear to have been a highly active or effective account. Its post on Facebook
received no likes or shares, and the article on cont[.]ws was not reproduced elsewhere.

Germany

These operators also managed two groups targeting German audiences. Both claimed to focus
on news: Nur die Wahrheit (Only the truth) and In der Welt der Politik (In the world of politics).
They shared a single administrator, a personal account called Emma Weber.

The “In the world of politics” group was set to private, but both “Only the truth” and the Emma
Weber persona made publicly visible posts. These posts interspersed links to genuine news
outlets with posts from Russia Today and attacks on the White Helmets humanitarian
organization operating in Syria. This discovery adds to a growing body of evidence demonstrating
that Russian information operations on social media actively targeted organizations seeking to
expose war crimes in Syria.

Nur die Wahrheit Q dome  Find Friends Emma Weber shared a photo
R March 9, 2017 - Germany
@ Public group
Emma Weber shared a video.

About 0 March 10, 2017 - Germany
Discussion
Members ' -k' k

~ WikiLeaks
Events
Photos Vault 7: pacKpbITbl XaKepckue MHCTPYMeHTbI LLPY
Watch Party
Search this group Q
Shortcuts
J8 Fred's Bloggs 15

: i g = U
um uns auszuspionieren und moglicherweise sogar zu téten,

29,158 Views

RT Deutsch il Like Page
March 9, 2017

RT-Reporterin Anissa Naoui kommentiert die jingsten Enthillungen der

Die Geschichte wiederholt sich. Willst du wirklich zusehn? | g | ike Page

Leakingplattform #WikiLeaks und die Doppelmoral hinter der Medienreaktion. February 28, 2017
See Translation
So sieht inneramerikanische Logik aus. Es ist immer wieder erstaunlich was diese
riesige Propagandamaschine zu vollbringen vermag. #Oscars #Terror
]ﬂ) Like /> Share #WhiteHelmets

(SB)

Shares by Emma Weber in the Nur die Wahrheit group: left, RT Deutsch on Wikileaks and its Vault 7
leaks; right, a meme accusing the White Helmets of being an al-Qaeda offshoot.
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Emma Weber oo Emma Weber
March 10, 2017 - Germany - @ D March 9, 2017 - Germany - @

Mit araRaro

i About this website

YOUTUBE.COM DE.SPUTNIKNEWS.COM

WikiLeaks und Russland die Bosen - CIA die Guten Dieses Land droht USA mit ,,Ohrfeige”

RT-Reporterin Anissa Naoui kommentiert die jingsten Enthillungen der... Der neue US-Prasident Donald Trump hat einen harteren Kurs gegentiber...
[D Like [:] Comment 7> Share [[5 Like D Comment # Share

Write a comment @ @ @ Write a comment... @ @ @
Press Enter to post. Press Enter to pos

Posts by Emma Weber on *her” own timeline: left, RT Deutsch on the CIA and Wikileaks; right,
Sputnik Deutsch on tensions between the United States and Iran.

Other than sharing pro-Kremlin content, the Emma Weber persona shared content from a range
of anti-Western and anti-Islam outlets, including the conspiracy site sott[.Jnet and anti-immigrant
site contra-magazin[.Jcom, and also shared images promoting the anti-immigrant AfD party.

However, the Emma Weber account and its associated groups stopped posting in March 2017
after only four months of activity. By that stage, the group had 25 members, at least two of which
were assets run by the same Russian operators; Emma Weber had 17 followers. The Emma
Weber persona did not advertise any blog posts or articles under the same byline.

It is unknown whether this account also engaged in direct outreach to other users on social
media using private messaging features; its public content did not achieve significant resonance.
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Emma Weber Emma Weber
). February 5, 2017 - Germany - @ 6 February 2, 2017 - Germany - @

Die Katze ist
aus dem Sack

Fast alle

~Flichtlinge”
werden bleiben
durfen!

@ Mariya Zilberstein P Europa - Russland - Nachrichten
February 1, 2017

artikel dazu poste ich nicht. Bild sagt alles. Bild gefunden im Post von Angelina

Prof. Dr. Jérg Meuthen ; Custos

See Translation

Left, “mma Weber sharing an AfD poster; right, Emma Weber sharing a meme describing
mainstream German politicians as “successor Nazis.”

Turkey

These GRU operators also ran a small cluster of Turkish-focused assets - one account and two
groups - between June 2016 and June 2017. (Group members remained active after June 2017,
but the account fell silent.)

At the core of this activity was a persona named Melek Ismail-Kizi, posing as a young woman

speaking Turkish, Russian, and English and whose profile pictures were taken from model
Jessica Ashley. This account was the sole administrator of both groups.
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'i Melek Ismail-Kizi Q

[[i] Photos

Melek's Photos Albums

Profile Pictures

2 posts - #¢

Top, profile pictures for Melek Ismail-Kizi, both dated 2016. Bottom, Jessica Ashley photos on
Imgur, dated 20175.

One of the two groups on which the Melek persona was an administrator was named Turk
Vatandasi (Turkish citizen) at the time of the takedown. Unusually for this operation, the group
was initially created under a different name and by an apparently real user in 2015; “Melek
Ismail-Kizi" seems to have taken it over and renamed it in December 2016.
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Melek Ismail-Kizi changed the name of the group "Bjit eoe
pésmerge" to "Tiirk Vatandag!".
December 14, 2016

Seen by 2

o Like

Melek Ismail-Kizi changed the group privacy setting from see
private to public.
December 14, 2016

Seen by 2
o Like

8 .o
" October 23, 2016
m0a Jludgs oS ﬁ]g};t‘@y@ @igd alaid (e 9Ol
Hello,  am a new member if you have a new member, | will be happy.

$* - Rate this translation

Seen by 4

[b Like @ Share

changed the name of the group "KURTLER see
" (Tiirk igid) ITLERINE KARSI (Uiels 5 ¢ysi ) oSa (639 olS 83555" to
"Bjit pésmerge".
October 22, 2016

Q'I Seen by 2

o Like

Group history, showing the successive name changes. Graphika has obscured the name of the
group’s original manager, who appears unrelated to the operation. The first two group names
referenced the Turks and Kurds.

Between December 2016 and March 2017, the Melek persona was the only account that posted
content to the group. Some of the posts were deleted for unknown reasons before the February
2020 takedown; those that remained visible were shares of posts that ultimately led back, via the
Melek persona’s own account, to a blog on cont[]ws called Melek, featuring the same profile
picture and a number of articles in Turkish, Russian, and English.
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These articles espoused an anti-Western and pro-Russian bent. One Russian-language post, for
example, called the murder of the Russian ambassador to Turkey by a policeman who
sympathized with the plight of civilians in Syria a “provocation by the USA.” The article was posted
just one day after the killing, on December 20, 2016. Identical versions also appeared on the
Russian forum korrespondent.net and the Transnistrian forum forumpmr.org under different
bylines (Dmitiry Kulinich and Ekaterina) that also appear to have been run by the operation.

On December 21, two other personas run by the same Russian operators, Antanas Petrauskas
and Veronica Matskevich” shared the same article to two Russian-language Facebook groups,
one dedicated to Russians and citizens of the Baltic States in Rogaland, Norway, and the other
dedicated to the thesis that Moldova should be “with Russia.”

: Antanas Petrauskas » Pycckue u NMpubantbi(/lateus,Jintea
ﬁ ,9cToHus) B Rogalande

Dec 21, 2016 - & . Y6uiicTBo poccuitckoro nocna 8 Typumm
— oyepepaHas nposokaumsa CLUA YEMMCTBO POCCUNCKOIO
nocna B Typuuu, 62-netHero AHgpes Kapnosa —
Tparnyeckas, Ho o4yeBuaHas nposokKauua. Bonpoc
"3a4yeM" gaxe He BO3HUKaET. YOUMUCTBO COBEpPLUEHO...

b > Veronica Matskevich » Monposa gosxHa 6biTb ¢ Poccuet!

Dec 21, 2016 - & . Y6uiicTBO poccuiickoro nocna B Typuumm
— ovyepepHag nposokaumsa CLUA Y6UMCTBO pOCCUNCKOro
nocna B Typuuu, 62-netHero AHapes Kapnoea —
Tparmyeckas, Ho o4yeBuagHas npoeokauus. Bonpoc
"3a4yeM" naxxe He BO3HUKaAET. YOUMUCTBO COBEPLLUEHO...

& o

Facebook shares of the same article by suspected assets Antanas Petrauskas and Veronica
Matskevich on December 21, 2016, two days after the ambassador’s death.

Other articles attributed to Melek accused the United States of interfering in the Joint
Investigative Team (JIT) into the downing of Malaysian Airlines flight MH17 over Ukraine, a
disaster that investigators have blamed on a Russian anti-aircraft missile. Headlines included:
“Why did the USA force the JIT to blame Russia for the Boeing crash?” and “The ‘independent’ JIT
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and the MH17 crash (a farce in two acts).” This has been a trope of Kremlin propaganda since the
2014 crash and appears aimed at shifting the blame for a possible war crime away from the
Russian government and armed forces.

Typically for this operation, the Melek persona maintained accounts on multiple platforms. The
persona also posted blogs on LiveJournal (@melekturkrus) and on Twitter (@Melek_IsmailKiz).
However, by the time of the takedown, this persona did not appear to have successfully published
articles in more mainstream media outlets and had stopped posting to the Facebook group in
2017.

United Kingdom

Timeline About Friends Photos More ~

Profile of John McWrice

The John McWrice persona, claiming to hail from Glasgow, United Kingdom, was a prolific poster
between January 2016 through the end of May 2017. The account re-posted content focused on
UK and US politics, as well as involvement by those nations in the Middle East and abroad; this
appears likely to have been an effort at character building between its authored posts. No person
with this name could be located in the UK or elsewhere; a Scottish Public Records search
returned no results by that name from 1513 to present. Likewise, reverse image searches for both
profile pictures available for the persona did not find the images used elsewhere.

The persona frequently shared content from the Inside Syria Media Center, a website exposed for
its ties to GRU information operations. This content often came with captions and comments in
language typical of a non-native English speaker. The account also shared pro-Assad content
critical of the White Helmets and the Bellingcat investigative group.
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John McWrice e
October 3, 2016 - @

How strange... 10 years ago, when US were fighting
against Al-Qaeda, they didn't "see” the rising of I1SIS.
Now they are "fighting” against ISIS and "don't see"
the rising of "moderate” jihadists. Does it seem that
the WH always need "absolute Enemy” who will
always fight against the WH's enemies? https://
en.insidesyriamc.com/2016/10/01/all-the-u-s-cares-
about-in-syria-is-islamic-state-and-al-qgaeda/

Today's Picture Puzzle: Arm the Right Syrian Rebel Group

AL-NUSRA FRONT ISLAMIC FRONT FREE SYRIAN
ARMY

= AR

All the U.S. cares about in Syria is Islamic State and
al Qaeda

Q 1 3 Shares
oy Like

Write a comment.. © @

(J comment 2> Share

ANJAD AL-SHAM  ANSAR AL-DEEN MUHAJIRIN WA- CONT.

ISLAMIC UNION ISLAMIC FRONT ANSAR ALLIANCE

ARMY OF
MUJAHEDEEN

‘Does it seem that the WH always need "absolute Enemy" who will always fight against the WH's
enemies?”

John McWrice
(5]

Another one Fake from the Bellingcat proved, that
Russia didn't bomb UN Convoy

The Bellingcat site has a piece entitled "Confirmed :
Russian Bomb Remains Recovered from Syrian Red
Crescent Aid Convoy Attack” which includes this
picture as well as several others. You may look at
the others, but this one picture is apodictic proof 1)
that the Russians (or Syrians) didn't do it and 2) that
Bellingca... See More

Oz 4 Shares

o Like (D comment £» Share

Anti-Bellingcat, pro-Assad Content Shared by McWrice; “Another one Fake from the Bellingcat
proved, that Russia didn’t bomb UN Convoy.”

The US- and UK- focused content that this persona re-posted was predominately pro-Brexit,
anti-Muslim, and anti-immigration, with support for Boris Johnson and Donald Trump, and
promoted the dissemination of anti-Hillary Clinton materials, sharing articles on the Podesta
Wikileaks releases within hours of their initial release on October 7, 2016. In some cases, the
resharing of this content was so quick that it resulted in matching timestamps.
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John McWrice men
" October 7. 2016 - &%

10/7/16, £:23 AM
MapujaHa Apcosa b USA NEWS INSIDER
October 7, 2016

If this is the kind of corruption Hillary Clinton showed as Secretary of State,
we can only imagine what she has planned when she becomes
president...

John McWrice L
" October 7, 2016 - QY

MapwjaHa ApcoBa b USA NEWS INSIDER

October 7, 2016
If this is the [ICEIRENEPEFIEN Hillary Clinton showed as Secretary of State,
we can only imagine what she has planned when she becomes
president...

McWrice reposting an early post about the contents of the Podesta Emails released on October 7,
2016, the time stamps imply that McWrice had reposted this content within 60 seconds of its
original post time

The McWrice account shared content from the website russia-insider.com twice, but it did not
share any links to the two articles accredited to John McWrice per his author page. As mentioned
earlier in this report, the article “China Threatens NATO with Military Buildup” was also shared by
the Melek persona.
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J Oh n M cwri c B R subscribe to this author via RSS

China Threatens NATO with Military Buildup

John McWrice Nov 27 2016 $ 7618 (O 87

Outgoing CIA Director May Be an Islamist and Saudi Intelligence Asset

John McWrice Nov 212016 @ 3153 (O 49

Author Page for John McWrice on russia-insider.com.

The same persona posted links to russia-insider.com twice, one of which was a standard post
linking to an article How Russia Outsmarted OPEC, attributed to an Irina Shah, which they posted
on December 7, 2016. The other post, dated October 24, 2016, appears to have been posted using
an app called John; the app appears to be defunct, with the link leading to an error screen
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regarding “John’s” misconfiguration.

John McWrice
24 October 2016
How much is the fish?

http://russia-insider.com/.../chinas-de-dollarization.../ri17161
China's De-Dollarization Is Proceeding Apace
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A John McWrice post, showing the “John” source.
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https://russia-insider.com/en/politics/how-russia-outsmarted-opec/ri18034?fbclid=IwAR1m9C45VNjJWtijdKz8DKMOj5dlU7BVNoGqLJ8A6z7WoLnzgewLVCSIcqE
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There were a few longer form posts from John McWrice directly on Facebook, including one on
October 27, 2016, that raised concerns about US involvement in the breakaway region of
Transnistria, saying “Russian peacemakers play an important role in conflicts in former Soviet
Union countries: South Ossetia, Abkhazia, Tajikistan, and also Moldavia.” As noted earlier, this
message matches the theme of the Moldova-centric accounts.

John McWrice
¥y May 16,2017 - 2 min read

(2) BUK missile strike by Ukraine. Known to
have had several BUK systems within range
atthe time: mass murder by Kiev regime

(3} BUK missile fired by rebels. No

No conspiracy. Who scared of receiving the
Russian Radar Data?

One of McWrice's Medium Posts, pushing pro-Kremlin narratives surrounding MH17, note the
stilted English used.

The McWrice persona was also active on Medium as @johnmcwrice, with a brief period of
overlap in activity on both platforms; the first post, dated May 4, 2017, presents a pro-Kremlin
depiction of issues surrounding Ukraine and the Crimea. The narrative of the article overlaps the
anti-Ukrainian and anti-Crimean Tatars content pushed by Russian-speaking accounts; it
especially targets the Mejlis of the Crimean Tatars - the representative body of Crimean Tatars -
one of whose leaders was entrapped by the persona Taras Pavlenko via Messenger. The final
post to the Medium account, dated June 2, 2017, was related to the shootdown of MH17. The
Facebook account had last posted on March 15, 2017, and the only further posting from the
account occurred on May 31, 2017, resharing a story favorable to Melania Trump 26 minutes
after it had originally been posted.

Finally, the operation included an English-language persona named Patrick Covenant, ostensibly
an Irish Republican sympathizer. The Facebook account did not feature any posts other than a
stock profile picture and a Republican banner. Graphika will continue to investigate this account
and other activity conducted by the operation; we welcome information from users who were
contacted directly by this persona.
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http://archive.today/npigW
https://medium.com/@johnmcwrice
https://medium.com/@johnmcwrice/no-country-for-the-crimean-tatars-b64071d69bde
https://medium.com/@johnmcwrice/sbu-cleans-up-after-ukrainian-air-force-shoots-down-mh17-94760777471
https://medium.com/@johnmcwrice/sbu-cleans-up-after-ukrainian-air-force-shoots-down-mh17-94760777471
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Profile and banner for the Patrick Covenant persona. No posts by the account have yet been
identified.
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